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Deep Packet Inspection

Deep packet inspection or DPI is now a fast growing application area, both in terms of technology and market size.
Performance has increased and costs have been reduced, increasing the potential applications for DPI platforms. It is
estimated that the market for DPI within the U.S. Government alone will be worth more than $7 billion over the next
5 years. The ability to open data streams, inspect their contents and make decisions based on what is found is at the
core of DPI. This power to “inspect” is extremely attractive to many of our customers as they consider the variety of
decision-based applications that can be layered onto the DPI foundation.
The Internet’s original “End-to-End” design concept was to create the most efficient network structure possible and
to ship packets around as fast as possible with no heed toward what was being carried. Now, with high processing
capacities and specialized ASICs, DPI functionality can be embedded directly into the network. Traffic can be analyzed
in real-time as pattern matching algorithms allow specific packet payloads to be recognized. Once a packet is
identified, choices can be made based on the application intent. The applications where DPI can make a positive
impact are broad ranging. Here are a few examples:

•Security – Harmful traffic and malware can be identified and removed.
•Lawful Intercept – With increasing VoIP traffic, DPI is needed to isolate
specific call flows.
•Multi – Level Service Provision – Once different styles of content can be
identified, a carrier can choose to send different packet streams over
different quality and/or speed networks. This has the potential even to be
user–or tariff–based.
DRM – The entertainment industry has become very interested in DPI as a

•
way to prevent the illegal sharing of copyrighted materials.
•Content regulation – The use of DPI in order to identify illegal or “undesirable”
content continues to stimulate much debate.

Performance is undoubtedly one crucial element of any DPI solution but so is cost, as early solutions were often very
expensive. Advantech’s NCP-7560 based Packetarium™ product line addresses both aspects and can deliver wirespeed packet processing, providing up to 80 Gbps throughput -- all this at approximately 35% less than an equivalent
AdvancedTCA solution.

Scalable to 128 Network Processor Cores, with Multiple 10 GbE and GbE Ports
The NCP-7560 represents the high performance end of Advantech’s Packetarium™ product line. It integrates up to
eight powerful, multi-core Packetarium™ Network Processing Boards for wire-speed packet processing, providing up
to 80 Gbps throughput. The main carrier board provides high-speed switched interconnects between boards, along
with storage, management and external network connections. Each Network Processing Board is linked by dual XAUI
ports to a Broadcom BCM56820 10 GbE switch on the carrier board. The 10 GbE switch also provides six front panel
10 GbE SFP+ports and sixteen GbE SFP ports via a Broadcom GbE switch. An SAS controller connects to two AMC slots
for SAS/SATA 2.5” storage.The carrier board incorporates a Freescale MPC8545 local processor for overall switch and
system management and provides two front-panel 100 Mbps ports for remote management.

■ Scalable from 1 to 8 multi-core Packetarium™ Network Processing Boards
■
■
■
■
■
■

• Cavium Octeon™ Plus
• Netlogic XLR
• Freescale QorIQ™
6 x 10GbE and 16 x 1GbE external interfaces
24-port 10GbE switch w/ L2 switch management
Hot Swappable, 850 W redundant AC or DC power supplies
SAS/SATA controller for two AMC’s with 2.5” storage devices
Wind River CGL Linux and 6WINDGate™ support
Designed for NEBS

“The scalability of the NCP-7560 positions it ideally for OEMs designing high bandwidth systems in
telecommunications and enterprise networking. It is ideal for applications in service provider networks for
enhanced security, deep packet inspection, acceleration and subscriber-based services.”

